In 2002 the U.S. Department of Labor (DOL) issued regulations governing the choice between paper and electronic delivery of required information and notices to participants under the Employee Retirement Income Security Act of 1974 (ERISA), including in connection with defined contribution plans, such as 401(k) plans. These regulations created a "safe harbor" that permits electronic delivery, but in practice creates important obstacles to using electronic notice.
Background
For a wide range of financial services involving ordinary Americans, federal regulations set forth rules for how individuals should receive required information or notices. For example, DOL administers rules about disclosure to individual participants in employee benefit plans under ERISA. For convenience and ease of reading, this White Paper generally uses the terms "disclosure," "required information," and "notices" to refer collectively to the various types of disclosures that plans are required to furnish to participants under ERISA and DOL rules. These disclosures are extensive, including information about the investment options offered by plans, quarterly account statements, and other episodic information and notices. DOL is currently implementing another significant, required disclosure that is designed to help participants compare fees and other key features of investment options.
• Access to electronic delivery is widespread and of better quality than paper delivery.
• Electronic disclosure enables access anywhere, anytime, with the device of the user's choosing, and with a better filing system than paper notices.
• Electronic disclosure improves access for the visually impaired, others with disabilities, and those who prefer to read a notice in a language other than English.
• Internet access has become widespread for working American families-close to the number that have a telephone-with even higher rates for households with defined contribution accounts.
Smartphones are speeding the convergence of different demographic groups toward this widespread access.
• Once access exists, electronic delivery provides better notice than paper delivery. Electronic notice can easily be "layered," with a short and simple notice on top, and click-through to more detailed disclosures where the participant wishes to dig deep. This layering means that the top layer of information is simpler and easier to read than a paper document. Electronic notice can also be "just-in-time," giving information at the moment and in a manner that helps the participant make decisions.
• Along with these access and notice advantages, electronic delivery provides a range of improved functions compared with paper notice.
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• Instead of receiving a stack of paper, the online participant works with what is essentially an already organized set of information, which is easy to integrate with the rest of a family's financial records.
• Participants online have access to tools such as calculators that show how saving more now will lead to higher benefits upon retirement, meeting the program goal of higher savings rates and participant control.
• Online services adapt to changing technology and provide quicker and better feedback about what works best for participants.
• There are other important advantages of electronic over paper delivery.
• Electronic delivery provides substantial direct savings-it costs less than paper delivery. Electronic delivery of a single new four-page notice could produce savings of $36.7 to $60.5 million per year in printing and mailing costs, depending on printing type.
• Electronic delivery helps the environment, because of the millions of mailings each year that participants place in the trash. A conservative estimate is that switching to electronic delivery for some annual disclosures to participants in participant-directed defined contribution plans will annually save more than 11,600 trees, or 39 acres of forest.
• The widespread adoption of electronic delivery in other settings is important evidence of the overall advantages of electronic over paper delivery.
• There are important cybersecurity advantages compared to risks from paper notices. For instance, bouncebacks on email are more effective than paper change-of-address forms and authentication is more sophisticated online.
The Relevant Law and Administration Policy Support a Major Shift toward Electronic Delivery

PART ONE: Electronic Disclosure Has Major Factual Advantages Over Paper Notices
A. Introduction and Background.
As part of basic consumer protection, U.S. law requires that individuals receive required information for a wide variety of financial activities. One major set of information arises under the Employee Retirement Income Security Act of 1974 (ERISA). The notices discussed in this White Paper are those for "defined contribution" plans such as a worker's 401(k) account. 1 For the approximately 72 million Americans in participant-directed defined contribution plans, 2 ERISA requires a variety of notices upon enrollment in the plan, on a quarterly and annual basis, and when certain episodic events occur. 3 Historically, notices were generally printed on paper. The Department of Labor (DOL) has now issued a Request for Information (RFI) "to facilitate consideration of its approach to electronic disclosure by employee benefit plans." 4 This White Paper systematically evaluates the facts and law relevant to deciding when to favor electronic or paper delivery of notices for defined contribution plans. The paper offers the perspective of a law professor and former White House official who has written since the early 1990s on information technology and Internet law and policy. This experience includes specific writing about notices, as well as extensive experience in how to assess the trade-offs between online and offline solutions to problems. Based on this experience and extensive research for this project, this paper concludes that the time has come for a major shift toward greater reliance on electronic delivery of defined contribution plan notices. 5 Defined contribution plans should have the flexibility to choose electronic delivery of information as the default, while retaining the right of individual participants to receive paper if they prefer.
The RFI itself presents a detailed history of the evolution from all-paper notices to the current approach, which allows electronic delivery in prescribed circumstances. In its last notice-and-comment rulemaking that applies generally to defined contribution plan notices, the Department in 2002 established an electronic disclosure safe harbor. 6 The safe harbor rule states that plan administrators may use other procedures that meet the ERISA general delivery requirements, but interviews with actual administrators show that use of electronic delivery outside of the safe harbor is not common.
The safe harbor covers electronic delivery to two types of individuals: participants who have the ability to effectively access documents furnished in electronic form at any location where the participant is reasonably expected to perform his or her duties as an employee when access to the employer's or plan sponsor's electronic information system is an integral part of those duties (See § 2520.104b-1(c)(2)(i)) and participants and beneficiaries who affirmatively consent to receive documents electronically (See § 2520.104b-1(c)(2)(ii)(A)).
The current safe harbor thus has a default rule of paper notice. Electronic notice can be sent to the first category of workers only where access to the employer's system is an "integral part" of the worker's duties. Electronic notice can be sent to the second category of workers only with an explicit opt-in, or "affirmative consent." Experience in many other regulatory regimes shows that the default rule often has a powerful effect on actual behavior, and that securing affirmative consent (an opt-in) in many settings is difficult to achieve due to the powerful inertia of many recipients who do not bother to read or act on a message about opting in. 7 Even where recipients shift their activity online, they may not take the extra step of cancelling the paper notice. A 2011 survey found that 60 percent of participants had accessed the plan website during the previous year, but, we understand that fewer take the additional step of cancelling the paper notice.
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A recipient can receive a paper notice and throw it unopened into a trash or recycling bin, secure in the knowledge that they can go online when they want to check their account or take action.
Given the importance of the default rule, and based on the factual analysis below, this White Paper concludes that the DOL should allow plans the flexibility to choose the default rule. Under this approach, defined contribution plans would be able to use electronic delivery under a general standard that the individual participant has "reasonable access" to electronic delivery, and an opportunity to opt-out of electronic delivery and receive paper notice instead.
B. Electronic Notices Provide Access That Is Better Than Paper Notices in Major Respects.
A central goal in a disclosure regime is to ensure that participants have effective access to information that must be furnished. Electronic delivery sends information to computers, smartphones, and other devices in ways that provide important advantages over paper, both in delivering the notices and in linking to the website where a participant can obtain more information or take action in response to the information. Electronic notices allow more immediate and continuous access. They enable access anywhere, anytime, 7 In privacy debates, opt-out or opt-in has been a hugely contentious legislative and policy issue, providing evidence of the importance of the default rule. For instance, opt-out vs. opt-in was a major issue in the drafting of the Gramm-Leach- with any device, and with a better filing system than paper notices. In the current parlance, electronic delivery takes advantage of "cloud computing," a major initiative of the Obama Administration. Electronic notices also provide better access for visually impaired participants, other persons with disabilities, and those who prefer to access notices in a language other than English.
Today, access to the Internet is widespread and continues toward the pervasive availability of other technologies such as the telephone. In 2010, 91.5 percent of working households had access to the Internet.
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This statistic compares to 92.9 percent of U.S. households that had a telephone in 1980, and 95.7 percent that had a telephone in 2009. 10 Differences persist in access by age, income, education, and ethnic group, but the gap has narrowed considerably in the past decade, and the recent rise in smartphones has a particularly strong effect in providing access for African Americans and Latinos.
1. Electronic notices enable access anywhere, anytime, with the device of the user's choosing, and with a better filing system than paper notices.
Electronic delivery fundamentally permits access in more ways, from anywhere and at anytime. This improvement in access goes far beyond mere convenience-improved access empowers participants to have better control over their benefits, better achieving the goals of ERISA.
a. Anywhere. Participants can receive electronic notices wherever they are at the moment, and then go to the plan's website to interact with their accounts. This flexibility is important. Individuals can access the Internet either from home, at work, or other places. They can check their retirement accounts when at home or work or while travelling on business or for vacation. They may live part of the year in one place and another part of the year somewhere else.
With paper-delivered information, by contrast, a participant likely has a principal location where the documents are stored. This lack of geographic flexibility can be an obstacle to examining documents and making investment decisions-a participant may have time to work on personal finances when on vacation or otherwise not at the principal place of document storage. By contrast, storing information electronically provides flexibility for the participant to have control over personal finances without regard to geography.
b. Anytime. Participants have 24/7 access to electronic notices and websites. For paper notices, follow-up questions typically are answered through phone calls to a toll-free number, by visiting the website, or by a company's HR department; in some cases the call center may be closed early in the morning or late at night, when some people might find it convenient to check on their personal finances. On the web, many follow-up questions can be answered through FAQs (frequently asked questions), help sections of a website, and other content. Having required information and content-rich websites accessible at any time matches the delivery system with the preferences of participants.
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c. Access through various devices, and innovation over time. In the 1990s, as the Internet was first developing, electronic access was typically through a desktop computer. Today, a diverse and growing variety of devices can be used to receive electronic notices and access a website. Millions of American consumers today use devices such as: desktop computers, laptop computers, smartphones, and tablets (such as the iPad). Just a few years ago, smartphones and tablets either did not exist or were far less common. Along with this multiplicity of devices, storing account information electronically offers a better backuprecords easily can be accessed from the plan and so losing a device (such as a laptop or smartphone) does not result in lost access to the records.
Paper notices are one-size-fits-all and static. Each person uses the same "device"-an envelope containing paper. The delivery system is static, in the sense that the functionality of the paper does not evolve over time. By contrast, the current variety of electronic devices enables individuals to choose the delivery systems that they prefer. In addition, new devices are constantly evolving for accessing plan information, and the speed and functionality of these devices continues to climb steeply. Among technologists, "Moore's Law" describes the phenomenon that the processing power of microprocessors doubles roughly every 18 months. Faster processing speed, in turn, lead to all the other improvements that we continue to see for computers-greater storage, better graphics, faster downloads, etc. The improved capability of electronic devices creates numerous opportunities to innovate and improve the quality of the consumer experience. Electronic delivery is thus improving rapidly over time, while paper delivery stays the same, meaning that the relative advantages of electronic delivery continue to grow.
d. A better filing cabinet. Electronic storage of data by a plan similarly provides a better filing cabinet for many people than the traditional paper file approach. At an intuitive level, we realize that many people (including Professor Swire) do not do a great job of filing paper that comes to the house. Housing information electronically has important advantages because it is professionally managed and searchable. Generally, the system owner is expected to meet traditional "CIA" requirements of confidentiality, integrity, and availability. The data are supposed to be kept confidential (no unauthorized access), have integrity (accurate data), and be available with little or no downtime. To achieve this, a professionally managed system has multiple backups, including a disaster recovery plan. Few individuals achieve this level of professional management of their personal files. Electronic storage also provides a searchability advantage compared to a paper-based system. Participants can instantly search their inbox for emails from their plan or recordkeeper. This search capability reduces the filing burden on participants and helps ensure access to the most up-to-date information.
11 One study found, for instance, that "employees are more likely to use web-based applications after hours or on weekends, when they can more easily consult with family members." Jennifer Taylor Arnold, "Enrolling Online: Employers Are Improving HR Efficiencies with Online Benefits Open Enrollment," HR Magazine (December 2006) (citing ADP survey), available at http://findarticles.com/p/articles/mi_m3495/is_12_51/ai_n27093649/?tag=mantle_skin;content.
Some participants may prefer to use traditional paper-based filing systems. To match these preferences, individuals who wish to receive paper notices for all or some of the disclosures should be able to do so by simply letting the plan or recordkeeper know. Or, participants for whom it might be important to keep a particular document in paper can simply print that document or request a paper copy.
Access for the visually impaired and others with disabilities.
Electronic disclosure enables better access than paper notice for millions of participants with disabilities. Data from the American Foundation for the Blind shows that more than 25 million American adults, or close to 10 percent of the total U.S. population, suffer from significant vision loss, including more than 18.7 million adults between the ages of 18 and 64. 12 The term "vision loss" refers to individuals who experience difficulty seeing, even when wearing glasses or contact lenses and individuals who are blind or unable to see at all. In recognition of the importance of communicating in a participant's preferred language, ERISA regulations provide that the plan administrator should provide assistance in a non-English language when certain specific thresholds apply based on plan size. 17 This regulatory requirement reflects a balance.
For workplaces with many employees literate only in a particular non-English language, effective plan administration justifies the cost of offering non-English assistance. Other workforces may consist of only a few workers with limited English skills and incurring the expense of offering translation services may not justify the cost to the plan.
Software-based translation programs are widespread today and continue to improve rapidly, although they are far from perfect. One such translation product states that it can translate among 75 languages.
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Free versions of major translation programs are available on the Internet. 19 This revolution in software translation enables participants from a diverse range of countries and cultures to read electronic notices in their preferred language. By contrast, it is considerably more difficult and far less common to re-key an English notice into a computer to take advantage of this sort of translation software.
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The availability of free and effective translation software means that electronic notice has important benefits for workers that do not read English well or would like to receive information in another language. This could have particular benefits in workplaces with a small number of workers for whom English is 16 17 If a plan has participants that are literate only in a foreign language, the plan administrator may be required to provide assistance in that language. This regulation applies to plans with fewer than 100 participants where 25 percent or more of the participants are literate only in the same non-English language. It also applies to plans with 100 or more participants, if the lesser of 500 participants or 10 percent of the total number of participants are literate only in the same non-English language. If the threshold is met, the plan must, at a minimum, include a notice in the plan's summary plan description in that nonEnglish language offering assistance. The assistance need not be written, but must be calculated to provide employees a reasonable opportunity to become informed about their rights and obligations under the plan. See 29 CFR 2520.102-2(c)(1)-(2).
18 See http://www.babelfish.com. 19 Id. 20 Instead of re-keying the text, an individual might instead scan a paper notice into PDF or other formats. This scanning approach is less useful for the participant than an electronic notice. First, many participants lack access to a scanner. Second, the task of scanning and then translating is more work than simply translating an electronic notice, and thus less likely to be done by the participant. Third, scanning leads to a higher error rate in translation, because the translation program operates on an image of the paper notice, rather than on the accurate electronic text itself.
not their native language, and therefore the regulatory threshold is not triggered. First, the participant decides whether the advantages of the translation program (reading in the preferred language) outweigh the disadvantages (cutting and pasting the text into the translation program and risking an imperfect translation). Second, the plan may not have good information about which participants prefer to receive communications in which language. Third, at a practical level, the existence of translation software fills a gap where the plan does not have enough workers speaking a foreign language to justify the costs of a professional translation, which must comply carefully with the many technical requirements of ERISA notices. In such instances, the worker can at least get a fairly good translation with today's software, and the quality of that software continues to improve.
Cloud computing.
Further support for electronic delivery comes from the Administration's initiative to shift where possible to "cloud computing." Encouragement of cloud computing is a major initiative of the federal government's first Chief Information Officer, Vivek Kundra. Kundra defines cloud computing as "the next generation of IT in which data and applications will be housed centrally and accessible anywhere and anytime by various devices (this is opposed to the current model where applications and most data is housed on individual devices)." 21 For individuals, this approach is perhaps most familiar for cloud email services, such as Gmail, Hotmail, or Yahoo! Mail. Instead of downloading all email to one user device, individuals instead can access their email anywhere, anytime, and with any web-enabled device. This same email channel applies readily to defined contribution plans, where cloud computing similarly means using emails and other electronic delivery tools for notices and other plan actions.
Kundra emphasizes the efficiency and innovation advantages of cloud computing for federal and other information technology systems owners. 22 Kundra states: "Cloud computing will drive innovation not just in science and technology, but in every industry and at a pace never before experienced." 23 He adds: "This is not a fad. Governments at all levels in the United States are moving to the cloud. We are committed to leveraging the power of cloud computing to deliver better services at a lower cost to the American people."
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The Obama administration has "instituted a Cloud First policy" 25 as a major way to "deliver better services at a lower cost to the American people." Benefits exist for the owners and operators of IT systems, who can provide a greater range of services at lower cost. Importantly for deciding whether to allow retirement plans the choice between electronic and paper notices, developments in cloud computing will further enhance the ability of participants to access the notices and other plan information anywhere, anytime, by various devices, and with a better filing cabinet.
C. Assessing the Evidence about Participants' Degree of Internet Access.
The Department states in the RFI that it "is aware that some of America's workers may not have reasonable access to the Internet." Because concern about lack of Internet access is possibly the biggest objection raised to wider use of electronic notices, it is important to understand how much access has expanded (and will continue to expand) since the last DOL rulemaking in 2002.
Both electronic and paper delivery have access advantages.
In choosing between electronic and paper approaches to delivery, there is logically more to the investigation than whether "some" workers may not have reasonable access to the Internet. In our mobile society, some workers may also not have a persistent home mailing address, in which case an email address may well be more effective at reaching them than paper notice. Also, as discussed above, electronic delivery offers the advantages of anywhere, anytime, any device, and improved filing cabinet, as well as improved access for millions of workers who are visually impaired or prefer to receive communications in a nonEnglish language. In short, there are large populations whose access is better for electronic than for paper delivery. The advantages to these populations from electronic delivery should be considered together with any disadvantages to persons that may have better access to paper delivery.
From early adopter to widespread Internet adoption.
The Internet is following the adoption patterns of other transformative technologies, such as the telephone, radio, and the television. After a period of early adoption, these technologies become widespread in society. The telephone was invented in the 19th century, and by the 1980 Census 92.9 percent of households reported having a telephone. Since then, telephone penetration has continued to increase, but at a modest rate. By 2000, the Federal Communications Commission found that 94 percent of all American households had a telephone, and the FCC's 2009 survey found a telephone in a record-high 95.7 percent of households.
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The arc of Internet adoption has been much swifter than that for the telephone. Commercial activity on the Internet was prohibited until 1992, 27 and use of the Internet rose steeply from a tiny level at that time Internet access among working U.S. households is higher for higher income households, but three-quarters of the lowest-income working households (less than $30,000 in household income) had Internet access in fall 2010, compared with over 93 percent for higher-income households ($30,000 or more in household income). Access to the Internet only outside of work was highest for working households with less than 30 To be clear, the comparison is between the 91.5 percent of working households who had access to the Internet and the 92.9 percent and 95.7 percent who had a telephone in 1980 and 2009, respectively. Although our research has not found good statistics on telephone penetration for working households, the basic point holds-Internet penetration has risen swiftly and access to the Internet is roughly as widespread today as telephone ownership. 31 GfK OmniTel Survey Data (November and December 2010).
32 Id.
$30,000 in household income, while access to the Internet at work was highest for households with $50,000 or more in household income.
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Internet access tends to be higher the higher the educational attainment of the head of the household, but is still high across all education levels. In fall 2010, 81.5 percent of working U.S. households with high school education or less had Internet access, compared with 94.3 percent of working households with some college or an associate's degree, and 98.6 percent with a college degree or higher. 4. Access for mutual fund investor households shows similar demographic convergence.
Just as there has been convergence for working households on access by age, education, and income, there has been similar convergence in the distinct data available about mutual fund investor households. The similarity in trends between the two sources of data adds confidence to the view that there is considerable convergence in Internet access across these important demographic groups. Differences persist, but are much smaller than a decade ago.
Initially, Internet access was greatest for mutual fund investors among young, highly educated, and higherincome households. In 2000, 68 percent of all U.S. households owning mutual funds used the Internet. 
Differences in access for African Americans and Latinos persist, but Internet access on mobile devices is speeding convergence.
Since the emergence of the Internet, access for African Americans and Latinos has lagged behind that of whites. Once access exists, electronic delivery provides better notice than paper delivery. The history and current debates about privacy notices, a topic with which one of the authors has been engaged as a scholar and policy official, is relevant. Improving privacy notices includes having simpler notices that focus on consumer decisions, "just-in-time" notices that foster consumer interaction, and "layered" notices that meet the multiple goals of a disclosure regime.
Simpler disclosure that focuses on consumer decisions.
Early privacy notices suffered from a view that more disclosure was better disclosure. The 1999 GrammLeach-Bliley Act required very detailed annual disclosures to consumers from financial institutions. Commentators complained the resulting notices were long, complex, and written in legalistic jargon that was difficult for consumers to understand. In 2006, a new statute directed the financial regulatory agencies to jointly develop a streamlined model financial privacy form, 51 and they developed a simple, easy-tounderstand form that consumers can use to compare privacy notices among institutions.
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The model financial privacy notice fits on one page. 53 Consumer testing commissioned by the agencies showed that consumers were more likely to read notices that were simple, provided key context up front, and had pleasing design elements, such as large amounts of white space. Notice in the form of a 
Just-in-time notices and the opportunity for interaction.
Privacy notices increasingly focus on "just-in-time" disclosure. As the Federal Trade Commission (FTC) recently explained: "To be most effective, choices should be clearly and concisely described and offered when-and in a context in which-the consumer is making a decision about his or her data. Depending upon the particular business model, this may entail a 'just-in-time' approach, in which the company provides the consumer with a choice at the point the consumer enters his personal data or before he accepts a product or service."
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A common example of just-in-time notice is when consumers buy something online, and are asked as part of the checkout process whether they wish to receive emails from the retailer or emails from third-party partners of the website. Another example today is when the download of a smartphone application informs the user about the sort of personal information that is collected by the application; in that way, a user who does not wish the information to be shared can decide not to complete the download.
In the retirement context, electronic delivery works better than paper for just-in-time notice, notably for increasing a participant's contributions, changing the mix of investments, or making other modifications to the participant's account. With a paper notice, an individual must read the notice and then shift to another channel, such as filling in a form and handing it to HR, making a telephone call or visiting a website, to make any change. By contrast, electronic notice allows the participant to click immediately for more information or to take an action. For instance, participants who are falling behind their investment goals can increase their savings rate as soon as they see their quarterly benefit statement report. If a blackout period is coming, the participant can make any desired changes before the blackout period starts.
3. Layered disclosure and the multiple goals of a disclosure regime.
For financial institutions and on the Web, early privacy notices generally had one long block of text. Today, by contrast, state-of-the-art privacy policies use a "layered" approach, with a summary or table of contents on top, and the ability for the user to dig into more detailed layers of disclosure as desired.
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One reason for multiple layers of notice is that detailed disclosures exist for audiences in addition to the consumers themselves. For privacy notices, the detailed disclosures inform employees and contractors what information practices are authorized or not. The detailed disclosures are also important for regulators, advocates, and other experts who can learn in detail how an organization is using data. http://privacy.microsoft.com/en-us/fullnotice.mspx; and http://info.yahoo.com/privacy/us/yahoo/details.html. In each instance, the old-style "privacy notice" has been replaced by a rich set of links that let users choose where to get more detailed information.
usually consider the principal goal for disclosure-clear communication with a consumer. Analysis of the readability of privacy notices, for instance, found that many of them are written for a graduate-school reading level.
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The "layered" notice is the logical response to the competing demands for detail and clarity. The top layer of notice is brief and often presented in a visually accessible form such as the table used in the model financial privacy disclosure. Further levels of detail are available for employees, regulators, and the subset of consumers who wish to dig deeper into the longer disclosures.
Layered notices work better for electronic than for paper disclosures. In a paper system, there can be a top page that gives the summary. Then a consumer who wishes to dig deeper has to flip through the attached booklet or stack of other forms to find the relevant other pieces. By contrast, electronic disclosures may use hyperlinks-the user simply clicks on a link when interested in learning more or taking an action, and then can click back to the summary when that is complete. Layered notices thus work better electronically on the two key dimensions of better comprehension for the user and greater ability for the user to take action.
Comparing the quality of notices.
The discussion here has highlighted the learning from the privacy realm about the importance of short notices that are presented in a visually helpful way, just-in-time notices to foster interaction, and layered notices to meet the multiple goals of detail and clarity while meeting the needs of multiple audiences. Applied to defined contribution plans, the advantages of short, just-in-time, and layered notices show benefits of electronic as opposed to paper disclosure. Electronic delivery allows visually compelling and summary information that is linked to decisions and allows the participant to dig deeper where desired. The same functionality does not exist for paper notices.
E. Electronic Delivery Provides a Range of Improved Functions Compared with Paper Notice.
The previous sections discussed advantages in the accessibility of electronic delivery, and quality of information presentation. This section analyzes how electronic notices improve the user experience once notices have been received.
1. Electronic delivery shifts the user from managing a large stack of paper to accessing an organized display of information.
With paper disclosure, the participant collects a stack of documents over time, including information about the investment options offered by the plan (which could be a dozen or more), quarterly account statements and episodic notices such as diversification notices. It is up to the individual to determine which papers should be kept long term (and for how long), and file these disparate pieces of paper effectively, to enable the individual to obtain and keep an overall picture of the information and the underlying account.
As shown in the sample online screenshots in Appendix A, disclosures online can provide a different perspective-basically the view that a professional financial advisor would have of the participant's account. The online disclosure includes precisely the funds currently held by a participant (while making disclosure accessible for all the other available plan investments). Holdings are updated continuously, which is preferable to the once-per-quarter updates that arrive by mail. 
Calculators and other drivers of increased savings are easier to deploy online.
Online sites for many plans have "calculators"-tools that let the participant see the different outcomes of different savings scenarios. In recent testimony Edmund Murphy of Putnam Investments described Putnam's Lifetime Income Analysis Tool, SM which highlights a participant's potential monthly retirement income needs compared with monthly income if he or she keeps saving at current levels. 60 The tool shows a participant's current contributions and employer matches, as well as outside sources of income, such as Social Security and individual retirement account (IRA) balances, and the impact of remaining life expectancy. The tool "has a bias for action" in the direction of greater savings, including a proposed "next step" for retirement saving.
Putnam's analysis of aggregate behavior of participants who used the tool on their own on the Putnam website in July and August 2010 shows that about one-third changed their deferral rate after using it. Of those, 80 percent elected to increase their salary deferral by an average of 23 percent, from 6.1 percent before the site visit to 8.6 percent after. 61 Other companies in this market also offer various online tools for retirement plan investors and observe similar changes in participants' behavior after participants use those tools. In 2010, 40 percent of the plan participants that used Fidelity's online retirement investment modeling tool, Portfolio Review, made a change to their asset allocation.
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The Principal Financial Group provides plan participants with My Principal Edge Milestones, an online interactive tool that uses certain participant information to identify areas of underperformance and provides a personalized guide to help participants meet their retirement goals. After using this tool, participants commonly increased deferrals, adjusted asset allocation, and rebalanced accounts. on a recent survey, plan participants who used the online tool saved an average of 39 percent more than participants that did not use the tool.
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The use of calculator tools is likely to grow and improve over time. Software continues to improve, with enhanced colors, formats, and interactive features. Operators of websites can experiment with the placement and display of calculators, and adopt configurations over time that participants use to increase their savings. By contrast, this sort of sophisticated tool for alternative savings paths is much harder to implement on paper. Electronic notices lead straight to these tools, but paper notices do not.
Online display integrates with a user's other financial accounts.
Widely used software enables a participant to integrate information from one financial service provider, such as a plan's recordkeeper, with the rest of that person's financial records. Perhaps the best-known commercial example is Quicken, but at least 25 software packages are currently available, including free software such as Mint.
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This sort of integration directly helps a household plan for its overall financial goals, including retirement security. Online disclosure and website use mesh with this category of personal finance software. Paper records, by contrast, require tedious manual entry into a spreadsheet of a household's finances, and individuals can easily make mistakes when entering the data.
Interactivity online furthers program goals.
The industry experience described above provides evidence that the interactivity of electronic delivery helps achieve public policy goals for defined contribution plans of increasing retirement savings and enabling participants to manage their accounts.
a. Increased savings by participants. The logical result of using the enhanced functionality online is that participants will increase their savings rates. Along with the Putnam and Fidelity statistics reported above, The Principal's survey discussed above indicated that, "[t]he average deferral rate for a sample group of Milestones users is 2.5 percentage points higher (8.9 percent) than those who have not completed Milestones (6.4 percent)." 65 It also found that 46 percent of first-time users "started deferring or increased their deferral amount," and those "who started deferring for the first time did so at a 7 percent higher rate (7.3 percent) than the overall average deferral rate for all participants covered by a 401(k) plan through The Principal (6.8 percent)." 66 In addition, 57 percent of participants that used the online tool contributed "more than 11 percent toward retirement." c. Adaptation to changing technology. Electronic disclosure makes it easier to adapt to changing technology over time. Paper notice is static-it does not change with changing software and hardware. Electronic delivery enables a recordkeeper to shift electronic channels as the needs and preferences of participants shift. Today, a large and growing population relies on smartphones for an increasing array of activities and social networks, and other new services are emerging in the electronic realm. Empowering a defined contribution plan to use electronic communication for delivery of required information makes it possible to shift notices to the devices and formats that participants prefer and find more useful.
d. In-channel customer service. Customer service is also often more effective with online delivery of information. Barriers to action by participants are lower if they are already online, including filling out a web form or sending an email. According to one major recordkeeper, online chat is now a popular way for participants to ask questions and receive customer service. This sort of "in-channel" service uses the online channel the participant selected to access required notices, such as a quarterly benefit statement. It is slower and not interactive for a participant to use the paper channel-mail-for questions or customer service activities. Though participants, including those who receive paper delivery, can use call centers, call centers with live operators to answer questions about a participant's retirement account usually are not available 24/7, and may not provide the participant with an automatic electronic record of the information exchange the way email or online chat does. Sending required information electronically allows recordkeepers to provide follow-up customer service in the channel that customers already use.
In addition to the benefits for participants-greater access to notices and account information, improved quality of notices, and greater functionality once the participant uses the website-the Department also should consider additional categories of benefits, including direct savings from lower costs of electronic delivery and environmental benefits. In addition, the clear trend toward electronic delivery in other similar settings is evidence that other decision makers are reaching the conclusion that electronic delivery is better than paper delivery.
Direct cost savings.
One major category of benefits comes from direct savings-electronic delivery generally costs less for the sender than paper does. In economic terms, the fixed costs of electronic or paper disclosure are similarthe recordkeeper must prepare the disclosure in a way that complies with legal requirements. The marginal cost (cost per incremental notice), however, is far lower for electronic delivery. Paper delivery incurs the cost of physical operations, notably the cost of paper, printing costs, postage costs, and labor costs to get the notice to the recipient. Electronic delivery, by contrast, has close to zero marginal cost. Once the document is formatted, the cost is almost the same to send to a few or a few million recipients by email or through a website.
Precise dollar estimates for savings from a shift to electronic disclosure for defined contribution plan notices would depend on the exact nature of a regulatory change. The following estimates the mutual fund industry developed in connection with the Securities and Exchange Commission's (SEC's) summary prospectus rule are helpful in estimating cost savings to 401(k) plans of allowing plans to deliver electronically the annual chart they will be required, beginning later this year, to send annually to all participants:
• ICI's 2007 estimate of printing costs for a summary prospectus assumed an average document length of four pages, the same average number of pages the retirement industry estimates, conservatively, for the comparative chart that would be developed for each defined contribution plan.
68
• Printing costs varied depending on whether a company used "digital print on demand" or "offset printing." As a rule of thumb, if printing involved volumes greater than 5,000 identical documents, it was more economical per unit to use offset printing. 69 • Printing costs also varied for print in color versus in black and white. The average cost of a four-page document in black and white produced with digital print on demand was $0.14, compared to $0.40 for color. 70 For offset printing, the black and white cost was $0.07, with color for $0.09.
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To estimate the cost difference for electronic vs. paper delivery, Table 1 shows cost estimates for the four categories of printing (black-and-white vs. color, and offset vs. print on demand). The Department of Labor estimated that 72 million participants would receive the new comparative chart disclosure. 72 The initial printing estimates are then 72 million times the cost of each type of printing. In addition to printing costs, mailing of a participant disclosure will most likely incur the cost of first-class postage, currently at $0.44.
73
For 72 million mailed notices, the postage cost would be $31.7 million per annual distribution of the chart.
As shown in Table 1 , column 5, the low estimate for the 72 million plan participants receiving paper rather than electronic versions of the fee comparison chart is for black-and-white offset printing, with a total cost including postage of $36,720,000. The high estimate is for color print on demand, with a total cost including postage of $60,480,000. 74 These estimates are the incremental costs of paper delivery for one annual disclosure conservatively estimated at four pages-the new annual chart comparing fees and providing other information. ERISA requires many types of disclosures, some of which are often considerably longer, such as the summary plan description, and thus incur higher printing and postage costs. 73 Although some plans may distribute these disclosures without postage, at the workplace, our research has not found an estimate of that proportion, and interviews with plans suggest this fraction is modest. The estimate in the text therefore does not pull out these non-postage printed disclosures. The estimate similarly does not consider using presorted first-class postage (currently at $0.414) that some plans may be able to take advantage of. Although there is not a reduction for non-postage distribution, the overall estimate is likely significantly on the conservative side, because: (1) the printing costs are based on the 2007 estimate, with no adjustment for inflation; and (2) the estimate of four pages for the new chart is likely substantially less than the average will be. 74 Our research has found limited information about the proportion of defined contribution plan participants who today receive only electronic and not paper notices. In its discussion of the costs of producing the annual chart, the Department of Labor estimated that 38 percent of participants receiving the chart information for the first time would receive it electronically. The Department did not explain the basis for this estimate, appeared to apply this estimate to a subset of plans that had not previously compiled certain information, and did not break out the portion of participants who continue to receive paper notices while also receiving electronic notice. If the estimate accurately states the proportion of overall participants who receive only electronic notices, then the direct savings estimated here would be reduced by 38 percent. See 75 Fed. Reg. 64910, 64933 n. 45 (October 20, 2010) (providing the 38 percent estimate). A range of evidence shows the benefits of shifting from a paper to an electronic system. PayItGreen, a nonprofit coalition led by the National Automated Clearing House Association, or NACHA-the Electronic Payments Association-engages in an e-billing initiative that educates consumers about the environmental and financial benefits of online payments and billing. According to its research, if one in five households went paperless, 151 million pounds of paper would be saved, 8.6 million bags of waste would not be thrown out, and the environment would be saved from 2 million tons of greenhouse gas emissions. 80 "Collectively, the production and transportation of those paper documents consume 755 million pounds of paper, 9 million trees and 512 million gallons of gasoline." 81 By going paperless, the 75 Column 3 contains the printing cost if printed for all 72 million plan participants. These numbers are determined by multiplying the cost to print per four-page document in column 2 by 72 million. The press release cites a study commissioned by PayItGreen and performed by technology consulting firm Project Performance Corporation. This statistic refers to the switch from paper bills, statements, and payments to an electronic system.
average American household would save these resources: 6.6 pounds of paper, 63 gallons of water, 4.5 gallons of gasoline, and 171 pounds of greenhouse gases.
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In connection with the 2009 SEC summary prospectus rule, the Aite Group estimated the average tree makes 80,500 sheets of paper and the average acre of forest contains approximately 300 trees. 83 Although there are numerous ERISA-required disclosures, 84 on average and at a minimum, each participant in a participant-directed plan will receive 13 pages of disclosures in 2012, via six separate mailings: a participant comparative chart (4 pages at a minimum); four benefit statements (approximately 8 pages annually, assuming, conservatively, each statement is 2 pages), and a summary annual report (1 page). Using the Aite formula and applying it to 72 million participants in participant-directed plans, shifting from paper to electronic delivery of these three disclosures alone will result in over 11,600 trees, or almost 39 acres of forest, saved annually.
Other shifts to electronic delivery channels.
Other consumer-facing organizations have shifted from paper to electronic delivery in recent years. The prevalence of this trend is evidence of the benefits that would result from shifting from paper to electronic delivery. Since release of the RFI, the Social Security Administration (SSA) announced that it will send its own annual beneficiary statements electronically rather than in paper form. 85 For notices about retirement plans, precisely the issue under the RFI, the federal Thrift Savings Plan (TSP) moved to a paperless delivery of quarterly participant statements in 2003: "With the exception of the first statement period after a participant establishes a TSP account, quarterly statements are no longer mailed to participants, instead, they are made available through the account access portion of the TSP website. However, participants may request to receive quarterly statements in the mail. In January 2007, the TSP mailed 367,010 paper statements to participants, which is only about 10 percent of the TSP population. The elimination of quarterly paper statements has produced considerable savings for the plan, estimated at over $7 million in the 2006 calendar year." 86 The federal government recently took another large step toward electronic delivery. The Office of Personnel Management (OPM) expects to save $5 million by no longer requiring health insurers to mail benefits brochures: "The full brochures will be accessible online, and they will still be mailed upon request," OPM Director John Berry said. "But this will save us a heck of a lot of money and a lot of trees." 87 As fellow agencies that administer benefits programs, SSA, TSP, and OPM have examined the pros and cons of a shift to electronic disclosure, and concluded that the shift is warranted. Absent some facts specific to defined contribution plan disclosures-facts that are not easy to discern-a similar conclusion would seem to apply to the disclosures at issue here.
The SSA, TSP, and OPM decisions are merely examples of the sweeping trend to electronic methods of doing business. The shift in airline tickets provides a familiar example. Historically, airline tickets were issued in paper form. After a time, consumers had the choice of a paper or electronic ticket. In 2008, however, the rule shifted. 88 Paper tickets were no longer accepted. Only electronic airline tickets are now accepted for travel for domestic U.S. flights, with travelers routinely printing the e-tickets at home or downloading them to their smartphones. And, on many airlines today, electronic payment through credit or debit cards is the only way to purchase food and drink, with cash not being accepted.
The change from paper checks to direct deposit is another prominent example of the massive shift toward electronic channels. Direct deposit became common in the 1990s as a replacement for paper checks and some states today allow an employer to use direct deposit as a default payment system, with the employee able to opt out. 89 Last December, Michigan went further, allowing employers to mandate electronic payment of wages. 90 Federal government policy also strongly favors electronic deposit-the Debt Collection Improvement Act of 1996 requires federal salary payments be made electronically, rather than by paper check. 91 Also, effective May 2011, all social security and supplementary security income must be distributed via direct deposit or debit card.
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The IRS provides a final example of the dramatic shift to electronic delivery. The IRS no longer mails paper tax forms to individuals and businesses. Taxpayers are now required to go to its website (www.IRS.gov) to view, download, or order the forms, schedules, and instructions needed for filing a paper income tax return. The IRS also strongly encourages electronic delivery of tax forms back to IRS, improving legibility, 87 Joe Davidson, "OPM Asks Health Insurers to Provide Incentives for Wellness Programs," Washington Post (March 24, reducing physical handling of files by IRS employees, and eliminating the need for storage of paper backups. The IRS says, "the fastest and easiest way to get your tax refund is to e-file and use direct deposit." E-file has become so popular that seven out of 10 individual taxpayers now e-file their return.
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G. Electronic Notice Provides Important Cybersecurity Advantages Compared to Risks from Paper Notice.
One potential concern about a shift from paper to electronic records is that the electronic approach will have cybersecurity problems. A steady stream of press stories and government reports has drawn attention to data breaches and other cybersecurity problems. Decision makers might therefore feel that the "safe" approach is to treat paper records as the baseline or that paper records are simply more familiar-people understand and know how to manage the risks of paper records, but lack the same length of experience in safeguarding electronic records.
The view of the authors is that electronic-based delivery is safer than paper-based delivery. Based on one of the author's extensive research and experience in the area of cybersecurity, 94 as well as interviews with experts on cybersecurity in the 401(k) recordkeeping industry, there are strong reasons to think that electronic delivery is safer than paper delivery. The basic point is that electronic delivery provides a fuller set of security precautions, and allows for updating and additional layers of security over time. Importantly, the data breaches that make the news do not vary in frequency or severity based on whether the individual receives notices through electronic or paper delivery. Data breaches occur at the enterprise level-the breach happens when the central computer system is compromised. Notices, by contrast, are sent to the individuals, and delivery of the notices is not the way that hacking or other data breaches occur.
1. Bouncebacks on email are more effective than paper change-of-address forms.
One prominent advantage of electronic records is that the recordkeeper learns more quickly and effectively when a communication has gone awry. With delivery through email, the recordkeeper receives an instantaneous "bounceback"-the sender learns immediately about the delivery failure when an email goes to a no-longer-current account. One major recordkeeper reported to the authors that their bounceback rate is about 2 percent per year. 95 These bouncebacks have a major security advantage-they allow the recordkeeper to detect a problem immediately, stop sending to the incorrect email, and begin a process to learn an up-to-date address for communications with that plan participant. The bouncebacks also are a customer service advantage-a customer's account is quickly flagged for action, so that current account information will get to the customer at a new location. 93 See the 2010 1040 Instructions at 2, available at www.irs.gov/pub/irs-pdf/i1040gi.pdf. 94 Professor Swire has served on security and privacy advisory boards for companies including IBM, Intel, and Microsoft. His security-related publications are available at www.peterswire.net/pspublications.htm. 95 For a national population of 72 million participant-directed accounts, the 2 percent estimate means approximately 1.44 million accounts would get a bounceback and thus attention to possibly changed addresses per year.
By contrast, the recordkeeper using paper disclosures receives much slower and less complete feedback. Not all customers provide the post office with a change of address form for redirecting the mail to a new address. Although over 40 million people do file a change of address form with USPS each year, 40 percent of all people who move do not file an updated forwarding address. 96 If the USPS does not have an updated address, it will simply continue to send mail to the old address until it is notified, or the sender is notified, of a new address. This puts the burden of providing an updated address on the customer, who may not effectively update the senders or the USPS about the change of address.
Moreover, the mechanics of the change of address system are far from perfect in execution-one of the authors (Swire) has personally moved in the past year, has had important documents go to his old address, and has received bank statements and other important documents for previous residents of his current house. 97 The complex rules and forms about change of address contribute to the substantial likelihood that paper notices will be delivered incorrectly for participants who change residence.
In addition to benefits of quick and reliable bouncebacks, commonly available technology further increases the advantages of electronic delivery in detecting possible problems in delivery. For instance, recordkeepers can send emails in a format that reports back whether the email was opened. 98 An account that consistently is not opened can be flagged for follow-up. By contrast, paper delivery provides no feedback about whether the mail is being opened. This lack of feedback increases the risk that the authorized person is not receiving the communications or that unauthorized persons are. A related security advantage from online delivery is that a new homeowner or tenant typically can receive paper documents sent to the old address. By contrast, as we know by our daily experience, other people rarely take over a person's old email account. The risk of fraud from a subsequent person using an abandoned address is thus less for electronic delivery.
96 See NCOALink ® Systems, available at http://www.usps.com/ncsc/addressservices/moveupdate/changeaddress.htm. See also "The Devastating Financial Impact of Return Mail," White Paper, Pitney Bowes, 2009, at 3, available at http://www.pbconnect.com/ResourceViewer.aspx?id=539. Only 60 percent of movers inform the USPS in a timely manner, meaning that 40 percent of movers do not. 97 When filing a non-electronic change of address, the customer submits Form 3575 to the USPS, after which it may take up to 10 business days for mail to arrive at the new residence. Once the change of address takes effect, mail is forwarded to the new residence. Specific mail classes are forwarded for different amounts of time. First Class and Priority mail is forwarded to the new address for 12 months. During this time, only companies that subscribe to the National Change of Address Service (NCOA) will be notified of the change in address. Other senders will not receive notice. During months 13-18 following the change of address, mail sent to the old address is returned to the sender with the address of the new residence, if available. After 18 months, any mail sent to the old address is automatically returned to the sender without the new address.
When filing a temporary change of address, mail will be forwarded for six-month intervals, not to exceed one year. Customers who want to extend the forwarding for more than six months must submit another temporary change of address form to the USPS. The information filed through a temporary change of address is not made available to NCOA subscribers. Consequently, if a temporary move inadvertently extends beyond the one-year maximum, mail will no longer be forwarded to the new address, and will revert back to being sent to the old address. "USPS Change of Address FAQ," available at http://faq.usps.com. 98 Although there have been privacy debates about when and how so-called "web bugs" should be used, computer expert Richard Smith has stated: "Any kind of commercial e-mail is probably going to have them in there." Robert McMillian, "Web Bugs Trained to Track Your E-Mail," PCWorld (October 9, 2006), available at http://www.pcworld.com/businesscenter/ article/127444/web_bugs_trained_to_track_your_email.html. Although not perfectly accurate, these web bugs typically send information back to the sender about whether and when an email is opened.
Authentication is more sophisticated and adaptable online.
For financial accounts, a central security issue is "authentication"-determining whether the people who say they are authorized users in fact are those authorized users. An online authentication system today adds extra layers of protection depending on the level of risk. For instance, authentication at one current recordkeeper has the following steps:
1. The online user gives an initial username, so that the recordkeeper knows what account is involved.
2. The recordkeeper provides an image, so that the user can trust that the sponsor's site is being used, rather than a fraudulent site.
3. The online user gives a second username and password. At this point, the recordkeeper does a risk assessment for whether additional security is needed. For instance, if the request is coming from a new computer or a new geographic location, the user may need to answer an additional security question.
4. For actual financial transactions (as opposed to the user simply looking at the account), there can be additional security measures.
Today, one common additional security measure is to ask "secret questions" that are difficult for a fraudster to know. Good questions are "out of wallet"-the question should not be answerable based on Social Security number or other answers that a thief could answer based on a stolen wallet. The questions should also avoid topics that are easily searchable online, such as mother's maiden name or other information that often appears on genealogy websites.
For important transactions, in addition, electronic delivery also fits well with "out of band" authentication that makes fraud substantially more difficult. One example is to have a one-time code texted to a person's phone. In that way, fraud is successful only if the criminal can answer all of the online computer questions and also gets access to the person's cell phone. Another example is to place a one-time code in an emailthe fraudster then must have access to the person's email in addition to the account number or other information needed to log into the account.
These sorts of multifactor authentication, which become stricter for higher-risk interactions, are far less common in paper-based delivery. A fraudster who gains access to the paper records of a participant quite possibly can use paper-based change of address forms and other paper-based methods for taking over an account and ultimately stealing funds. In addition, as shown by the description here of the multiple layers of electronic-based authentication, an electronic-based system is far more flexible and capable of adding additional layers of protection as new risks emerge.
3. Defined contribution plans have few instances of distribution and are thus less susceptible to fraud than many types of financial accounts.
Although electronic-based delivery is more secure and robust against new attacks than paper-based delivery, the level of risk is especially low for the retirement accounts that are the subject of the current Request for Information. First, authentication is stronger for plan participants than for many other sorts of financial services customers, due to the company-based structure of defined contribution accounts. The initial enrollment of an employee into a plan is relatively secure, because it is much more difficult to fake creation of an employee account than of a typical financial account for a consumer who simply signs up for a service online or in a retail setting. Second, the company-based nature of defined contribution plan accounts means that someone who wishes to attack a participant's electronic retirement account would need to learn the identity of a service provider (e.g., a recordkeeper) for that company's defined contribution plan. This information is not widely reported publicly, making it more difficult for a fraudster to know the target for an online attack. Third, and perhaps most importantly, the number of instances in which money can be withdrawn from defined contribution accounts is low, and certainly far lower than for checking and other transaction accounts online. Under the Tax Code money in a defined contribution account cannot be withdrawn until the plan permits it (and in accordance with its procedures), typically when a worker leaves employment, reaches age 59 ½, or requests a hardship withdrawal or loan. In addition, sponsors can and do put additional safeguards on electronic withdrawals from accounts, such as additional requirements of out-of-band authentication. 99 The actual risk of loss connected with electronic delivery of these accounts, therefore, is especially low.
The substantial security advantages today for electronic delivery of financial transactions generally, and as applied to defined contribution plans in particular, lead to an overall conclusion that electronic delivery of account information is safe, and very likely safer on many dimensions and overall than paper delivery.
99 "Out-of-band" refers to using a different band, or method, of delivery of information. For instance, a consumer accessing a bank account through the Internet today may be asked to enter a security code sent through a different device, such as a smartphone. This sort of authentication tends to be more secure because a fraudster would need to control both the computer and the smartphone to learn both required codes.
PART TWO: The Legal Framework for Assessing Electronic and Paper Notices
Two statutes-ERISA and E-SIGN-create the basic legal framework for deciding between electronic and paper notices. E-SIGN strongly encourages electronic commerce, and the ERISA statute provides great flexibility in how disclosure is made available to participants. The other major legal authority is Executive Order 13563, which declares President Obama's approach to regulations in numerous ways that support a shift toward electronic notice.
A. ERISA and E-SIGN Provide the Applicable Statutory Standards That Permit and Encourage a Shift to Greater Use of Electronic Disclosure.
1. ERISA shows recent general intent of "reasonably accessible" notice.
As the Department considers greater use of electronic disclosures, the statutory framework is quite simple. ERISA originally did not provide any statutory language concerning the form of notice, whether paper or electronic. In 1977, the Department opined on what in meant to "furnish" documents, requiring plans to use delivery methods calculated to ensure actual receipt. This standard, formulated in rulemaking and not in the statute itself, gives examples designed for a paper world-in-hand delivery or first-class mail. Nearly 10 years ago, the Department took the initiative to amend its rules to establish a narrow "safe harbor" for electronic media. The Department used its general rulemaking authority to establish e-delivery rules without any specific Congressional direction or statutory guidance. Because ERISA is silent on what it means in general to furnish documents electronically, the Department has broad discretion to interpret the statute through notice and comment rulemaking and revise its current rule to reflect improvements in access to electronic media.
To the extent that DOL looks at legislative pronouncements as a guidepost in issuing new rules, the clear trend of Congress has been towards encouraging a more flexible means of delivering disclosures required by ERISA.
• In 1996, as part of the Health Insurance Portability and Accountability Act, Congress amended ERISA § 104(b)(1) to specifically require DOL to issue regulations providing an alternative mechanism to delivery by mail for notifying participants in group health plans of material reductions in covered services or plan benefits. 100 The statute provided a first step towards delivery outside of a paper context and did not impose an "actual receipt" standard.
• In 2002, the Sarbanes-Oxley Act established the blackout period notice provisions of ERISA § 101(i).
The law stated that the blackout period notice "shall be in writing, except that such notice may be in electronic or other form to the extent that such form is reasonably accessible to the recipient."
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In this case, Congress explicitly permitted electronic delivery "or other form" of delivery. The Act indicated that the electronic delivery need only be "reasonably accessible to the recipient," a statutory standard that is easier to satisfy than the "actual receipt" standard that DOL adopted in the electronic delivery regulation that same year.
102
• The biggest changes came in 2006 with the adoption of the Pension Protection Act (PPA) when
Congress specifically made e-delivery available to all plans subject to ERISA, including defined contribution plans, in complying with new PPA requirements.
• Congress expressly provided that the pension benefit statement for defined contribution plans 
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• PPA creates a standard more favorable to electronic delivery for benefit statements for defined benefit plans. These plans can meet the benefit statement requirement by providing notice to participants "of the availability of the pension benefit statement and the ways in which the participant may obtain such statement." The statement itself does not have to be delivered, and notice of the pension benefit statement's availability "may be delivered in written, electronic, or other appropriate form to the extent such form is reasonably accessible to the participant."
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• Also as part of PPA, Congress specifically mandated the filing of plan information included in the annual report (Form 5500) with DOL in an electronic format that can be displayed on the Internet. 106 This requirement assumes that every plan administrator has access to electronic methods of delivering information to DOL. Moreover, this section requires DOL to post such information on an Internet site maintained by DOL. The information also must be displayed "on any Intranet website maintained by the plan sponsor…for the purpose of communicating with employees." In this case, the exclusive method of plan sponsor delivery of annual report information to participants is posting on the website.
• Finally, PPA requires additional participant notices, such as the reduction of adjustable benefits notice under ERISA § 305(e), and the annual funding notice under ERISA §101(f). As with the benefit statements under ERISA §105(a), the statute provides that such notices "may be provided in written, electronic, or other appropriate form to the extent such form is reasonably accessible to persons to whom the notice is required to be provided."
These statutory changes over time show a clear trend in Congress towards encouraging a more flexible means of delivering disclosures required by ERISA. This intent of Congress and the underlying flexibility in the general ERISA language support substantially greater use going forward of electronic delivery of ERISA-required information.
The principal intent of E-SIGN is to encourage electronic commerce.
The second applicable statute is the Electronic Signatures in Global and National Commerce Act (E-SIGN), 15 U.S.C. § 7001 et seq. E-SIGN was designed to encourage electronic media and e-commerce generally by providing a general rule that electronic records and signatures have the same legal effect as their paper counterparts. The passage of E-SIGN avoided the need to individually amend innumerable federal and state statutes that required "written" notice. President Clinton, in signing the statute as it stands today, explained: "Businesses will be able to collect and store transaction records that once filled up vast warehouses on servers the size of a laptop. And consumers will have the option of buying insurance, getting a mortgage, or opening a brokerage account online, without waiting for the paperwork to be mailed back and forth." 107 The clear intent of E-SIGN was to encourage electronic commerce. The first principle of the statute, written into law, was to "remove paper-based obstacles to electronic transactions." 108 When introduced in the Senate, the first purpose cited was "[a] bill to regulate interstate commerce by electronic means by permitting and encouraging the continued expansion of electronic commerce through the operation of free market forces, and for other purposes." 109 The first two findings in the bill emphasized the overall intent of the bill: "(1) The growth of electronic commerce and electronic government transactions represent a powerful force for economic growth, consumer choice, improved civil participation and wealth creation.
(2) The promotion of growth in private sector electronic commerce through Federal legislation is in the national interest because that market is globally important to the United States." 110 The Senate report was crystal clear about the intent to accelerate the use of online tools: "The purpose of this legislation is to promote electronic commerce by providing a consistent national framework for electronic signatures and transactions."
When the House and Senate considered E-SIGN in conference, specific consumer protections were added, including the language in 15 U. assures consumers of the right to cancel door-to-door sales transactions within three days of the purchase, and requires clear written notice of that right. The door-to-door rule exists to combat the high-pressure sales tactics and risk of fraudulent signatures from door-to-door sales, and the lack of a place of business where the consumer can address complaints. The concern in the E-SIGN debate was that the effectiveness of the door-to-door rules would be greatly reduced if the consumer did not receive a visible, written notice at the time of the transaction. 113 Electronic notice would often not reach the consumer, and consumers would thus fail to learn about their important rights before the three days ended. This sort of high-pressure, fraud-laden situation is entirely different from the long-term participation of an individual in an ERISA plan, where the employer's role and participant's clear ability to revisit decisions about the account offer protection not available in the retail environment of particular concern in the E-SIGN debate.
When adopting the limited affirmative consent provision, the drafters of E-SIGN recognized that electronic notice would in many instances provide important benefits to consumers. Section 7004(d) provides federal agencies, such as the Department of Labor, authority to waive entirely the affirmative consent requirement for electronic notice to consumers:
"A Federal regulatory agency may, with respect to matter within its jurisdiction, by regulation or order issued after notice and an opportunity for public comment, exempt without condition a specified category or type of record from the requirements relating to consent in section 7001(c) of this title if such exemption is necessary to eliminate a substantial burden on electronic commerce and will not increase the material risk of harm to consumers."
The language of Section 7004(d) lends important support for the view that its purpose was to address important consumer harms such as fraud. First, the statute specifically mentions "material risk of harm to consumers"-a harm standard rather than a preference for paper-based transactions. Second, Section 7004(d) is unusually broad in the type of exemption permitted-the agency may "exempt without condition" where the findings are made. This ability for an agency to give a blanket exemption fits with the discussion here about the problem of "cooling off" period rules-there are specific instances where paper notice is important, but the general intent of the statute is to promote online transactions.
112 16 C.F.R. Part 429. 113 Because the language about affirmative consent was added at the end of the legislative process, during the HouseSenate conference, there is no written legislative history about why it was added. The discussion here is based on Professor Swire's clear recollection, which he has confirmed with others involved in negotiations at the time, about the discussion in conference-the provision was included to reduce the risk of fraud rather than express a preference for paper in consumer transactions.
6. Improve disclosures. Administrator Sunstein emphasized the importance of good disclosure, because "in the past, information has sometimes been provided in a way that is not a model of clarity and intelligibility. The order is meant to ensure that information provision is actually useful-'clear and intelligible'-to those for whom it is intended." As discussed above, electronic notices have substantial advantages over paper notices by being shorter, just-in-time, and layered.
7. Lean toward defaults that meet program goals. Administrator Sunstein also placed particular emphasis on automatic ways to enroll individuals, in order to gain important benefits. In January he said: "The reference to 'appropriate default rules' signals the possibility that important social goals can be obtained through simplification-as, for example, in the form of automatic enrollment. We know that automatic enrollment plans in the domain of savings can greatly increase participation. With respect to savings, the Administration has taken numerous steps to promote such plans." 120 As discussed above, plans and recordkeepers report that online notices and greater web contact with participants similarly increase participant interaction with their defined contribution accounts, leading to an increased savings rate. If plans are allowed to make e-delivery the default mechanism for delivering required information to participants, we would expect participants to be incented to be more engaged with their plans, taking advantage of the information tools the plan makes available and making changes in their accounts.
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C. Legal Conclusion: Encouraging Electronic Disclosures through Plan Flexibility.
Summarizing the legal analysis, ERISA provides great statutory flexibility in how disclosures are delivered to participants. Recent amendments of ERISA require "reasonable access," and that is an appropriate standard for the Department to use in assessing alternative types of disclosure. The other applicable statute, E-SIGN, was designed from the start to encourage online commerce. Its dominant legal intent is on the side of electronic delivery of notices and promoting a shift toward online ways of doing business. The limited provisions in E-SIGN about affirmative consent should be understood in this context. These provisions were added to address specific sorts of consumer fraud that can arise in other contexts. So long as participants have reasonable access to notices, E-SIGN's intent of fostering online commerce should be upheld.
The single biggest objection to an electronic-first approach has probably been a concern about lack of Internet access for some participants. As the discussion here has shown, the vast majority of plan participants have access to and use the Internet today. Moreover, electronic notice has important 120 Before becoming Administrator of OIRA, then-Professor Sunstein wrote about the importance of seeking default rules that increase the rate of worker savings: "If a default rule increases savings, and if the increase improves workers' welfare, the case for a prosavings default rules seems extremely plausible." Cass R. advantages in terms of access, for visually impaired participants, and for those who wish to use translation software.
President Obama's regulatory policies, as embodied in Executive Order 13563, strongly accelerate the legal basis for supporting a significant shift toward encouraging the use of electronic delivery: (1) The executive order calls for retrospective review, so that there is no presumption that the status quo of paper delivery is correct. (2) Agencies are instructed to maximize net benefits, and the analysis here shows numerous, significant benefits that weigh on the side of electronic delivery. (3) Electronic notice recognizes the effects of changing technology. (4) Electronic notice provides greater flexibility in compliance than the paper-first system currently in place in agency guidance. (5) Electronic notice promotes competitiveness and provides improved disclosure. (6) Finally, allowing plans to make electronic delivery the default delivery method, unless a participant elects paper, does a better job at meeting overall program goals.
To implement these legal and factual conclusions, it makes sense for the Department to have broad support for a shift toward electronic delivery. At the level of notice-and-comment regulation, likely the best path is to announce a general rule of "reasonable access." Plans and recordkeepers would have flexibility to respond to current facts in order to assure that level of access. In practice, given the savings for plans and benefits for participants, many plans would likely set default approaches that rely heavily on electronic disclosure, including by providing continuous access to information on a secure website. Consistent with the principle of participant choice, individual participants should be able to opt out of an online approach.
This approach at the level of regulation can be supplemented by guidance through agency instruments that are more flexible and less formal than notice-and-comment rulemaking. For instance, the Department might supply reasonable measures to assure "reasonable access" in particular settings, such as for smartphones and other devices or methods of access that evolve over time. In short, a new rulemaking can signal that the time has come to allow plans to use electronic delivery as a default, and additional guidance over time can ensure that participants continue to receive reasonable access as technology continues to evolve.
